Internet Access for All
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Overview

The world is veering towards major developments in the digital arena with most of the
services provided online. Access to a stable and consistent internet connection is
becoming a necessity. Goal 9 of the UN aims at Industrial Innovation and Infrastructure.
The goal endeavors to significantly increase access to information and communications
technology and strives to provide universal and affordable access to the Internet even in
least developed countries.

3.8 billion people in the world, of which 80% are from least developed countries, still do
not have access to the internet. 90% of people live within range of higher quality mobile
network but not all can afford to use it.

This acts as a major hindrance and limits development of the fastest-growing industry of
the world, the digital. Technological progress is of great significance to the development
of any economy. According to World Bank’s ‘Broadband Networks in the Middle East
and North Africa’ report, there is a growing consensus worldwide that broadband
internet is critical in fostering sustainable economic development and job creation, and
is strategic to the goals of reducing poverty and fostering trade integration.

The telecommunications sector in UAE is regulated and monitored by the
Telecommunications Regulatory Authority (TRA). TRA strives to make UAE a pioneer in
bringing the latest technology to its citizens by bringing the latest technology to all its
citizens. It protects the interests of the consumers and promotes digital transformation
enabling UAE to be among the countries leading the way for high-level digital goals.

Internet in the UAE

According to International Telecommunication Union (ITU), from only 23.63% of
individuals using the internet in 2000, UAE has reached 98.45% of its population in
2018.



https://www.undp.org/content/undp/en/home/sustainable-development-goals/goal-9-industry-innovation-and-infrastructure/targets.html
https://www.un.org/sustainabledevelopment/wp-content/uploads/2019/07/9.pdf
https://www.un.org/sustainabledevelopment/wp-content/uploads/2019/07/E_Infographic_09.pdf
https://openknowledge.worldbank.org/bitstream/handle/10986/16680/9781464801129.pdf?sequence=1&isAllowed=y
https://openknowledge.worldbank.org/bitstream/handle/10986/16680/9781464801129.pdf?sequence=1&isAllowed=y
https://www.tra.gov.ae/en/home.aspx
https://www.itu.int/en/about/Pages/default.aspx
https://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2019/Fixed_broadband_2000-2018_Jun2019_revised27082019.xls
https://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2019/Fixed_broadband_2000-2018_Jun2019_revised27082019.xls
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WiFi UAE

WIiFi UAE is a countrywide initiative that provides high-speed access to the public .

Wifi UAE has created over 400 hotspots all over UAE to provide high-speed internet
access. All government services are available online to all users holding a WiFi-enabled
device, including smartphones, laptops and tablets.

Cyber Safety

With almost 98.45% of internet penetration and users, it is also equally important to
provide the necessary measures for ensuring cyber safety of the users. TRA has a
National Cyber Security Plan (NCSP) that has a structure as shown in the infograph:



https://data.worldbank.org/indicator/IT.NET.USER.ZS?end=2018&locations=AE&start=2000&type=shaded&view=chart
http://wifiuae.ae/en/
http://www.wifiuae.ae/en/page-1571.html
https://www.tra.gov.ae/userfiles/assets/vzjmlB3CM34.pdf

Structure of National Cyber Security Plan (NCSP)

High
Level Policies Detailed Policies Standards

UAE National Cyber National |A Framework, Common Cyber Security

Security Strategy CIIP, National IR,... Standards, Sector-Specific Cyber
Security Standards,

Policies established by Top-level and supporting Detailed standards

NCSP that create entire policies within each outlining specific security

work programs strategic domain control requirements

Source: UAE National Security Strateqy

In 2016, the Dubai Electronic Security Center (DESC) launched the Dubai Cyber
Security Strategy. This strategy aims to:

e Create a cyber smart society

e Promote research and development in the cyber security arena

e Establish baseline controls for cybersecurity and monitor adherence

e Ensure cyber resilience by averting threats

e Collaborate internationally to keep up pace with latest developments
e Ensure adoption of cyber security in new and emerging technologies.

Various studies around the world point to an increase in cyber-attacks in countries with
weak of non-existent cyber-crime laws. UAE tackles this hurdle with a strong regulatory
framework. Under the Federal Law no 5 of 2021 on Combatting Cybercrimes and its
amendment Federal Law No. 12 of 2016, UAE criminalizes the use of the internet to
invade privacy of another person, the recording of audio or video conversation or
communication, photographing others or copying the same and publishing news,
statements or information. Violation of this law will be punishable with imprisonment
and/or a fine between AED 500,000 and AED 2,000,000.

A Computer Emergency Response Team called aeCERT was established to monitor
and protect the IT infrastructure existing in UAE from risks and violations. Its primary
goal is to ensure a safe and secure cyber space for UAE residents. Various initiatives


https://www.tra.gov.ae/userfiles/assets/vzjmlB3CM34.pdf
https://desc.dubai.ae/
https://desc.dubai.ae/res/wp-content/uploads/DCSS-EN.pdf
https://desc.dubai.ae/res/wp-content/uploads/DCSS-EN.pdf
Federal%20Law%20No.%205%20of%202012%20on%20Combatting%20Cybercrimes%20(PDF,%20120%20KB)
https://www.tra.gov.ae/aecert/en/about-us/our-story-and-goals.aspx

have been taken to build awareness among cybersecurity in the country. Some of them
are:
e UAE Ambassadors for electronic security - this aims to empower Emirati students
to create awareness among the public about the best cyber security practices.
This intiative by aeCERT will enable youth to establish a safe electronic culture in
the UAE.

e The National Bullying Prevention Week campaign - bullying is a threat to the
society and cyber bullying creates a serious strain on the minds of youngsters.
This campaign ensures to raise awareness about online bullying and ensure
children are aware about their rights and protection from the online bullies.

Read more about cyber safety and digital security here.

The Coverage Initiative
The TRA launched the coverage initiative to enhance the experience of

telecommunication services provided in the country by testing and analyzing the
operators’ network quality. This initiative focuses on the improvements needed in the
telecom sector in the areas of:

e Quality of Coverage

e Quality of Applications

e Quality of Voice Services

e Quality of Data Services.

This initiative led to the publishing of service coverage interactive maps by network

operators enabling users to choose their preferred network based on the range of
service coverage provided. It also displays location of business and service centers

provided by the networks in the country.


https://www.tra.gov.ae/aecert/en/initiatives.aspx
https://www.tra.gov.ae/aecert/en/initiatives.aspx
https://www.government.ae/en/information-and-services/justice-safety-and-the-law/cyber-safety-and-digital-security
https://www.tra.gov.ae/en/service_coverage_interactive_maps.aspx

Achievements
UAE has shown major improvements in indicators relating to telecommunication

globally. These are the figures from UN eGovernment Survey reports 2016 and 2018.

Index Rank in 2016 Rank in 2018
E-Government Development Index (EGDI) 29 21

Online services index (OSI) 8 6
E-Participation Index 32 17
Telecommunication Infrastructure Index (TIl) 25 2

The UAE is ranked as follows in the Global Competitiveness Report 2019:

Worldwide Ranking Index
1st Mobile-broadband subscriptions/100 population
2nd Mobile telephone subscriptions/100 population
5th Internet users % of adult population
4th Fibre internet subscriptions per 100 population
2nd Overall ICT Adoption

Affordability of Internet in UAE

The UAE is one of the world’s most connected countries. According to the ITU's latest

'‘Measuring the Information Society Report’, internet penetration in the UAE was at 95

percent in 2017, up from 91 percent in 2016. As of November 2018, there were over
1,300,000 internet subscribers in the country, more than 99 per cent of whom had
broadband connections. The UAE has one of the highest mobile phone penetration rates

in the region. According to the UAE’s Telecommunications Regulatory Authority (TRA),

mobile penetration in 2018 reached 19.4 million subscriptions.

Prices for high-speed broadband in the UAE are the second cheapest in the GCC after

Bahrain. Broadband is affordable for most users, given the UAE’s high per capita income.

In April 2017, the UAE’s TRA directed mobile operators to reduce the roaming rates within

the Gulf region, resulting in an average 18 percent drop in prices for consumers.



https://publicadministration.un.org/egovkb/en-us/About/-eGov-Surveys
http://www3.weforum.org/docs/WEF_TheGlobalCompetitivenessReport2019.pdf
https://www.itu.int/en/ITU-D/Statistics/Pages/publications/misr2018.aspx
https://www.tra.gov.ae/userfiles/assets/1URzrr8QIWR.pptx
https://www.tra.gov.ae/userfiles/assets/0kmmGPtyeek.pptx
https://www.tra.gov.ae/en/media-hub/press-releases/2017/4/25/uae-tra-directs-mobile-operators-in-the-uae-to-reduces-gcc-roaming-rates-by-an-average-of-18.aspx
https://www.tra.gov.ae/en/media-hub/press-releases/2017/4/25/uae-tra-directs-mobile-operators-in-the-uae-to-reduces-gcc-roaming-rates-by-an-average-of-18.aspx

The Advent of 5G

The world is on the verge of a high-speed and high-capacity network that will support
massive machine-to-machine communications and provide low-latency (delay), high-
reliability service for time-critical applications through a 5G network. IMT-2020 will be
the standards set for 5G by the ITU. This is being developed with 5G trials and pre-
commercial activities that will be in full swing 2020 onwards.

UAE has successfully completed the first end-to-end 5G standalone call to become the
first country in the MENA region to achieve this milestone.

TRA aims to be the primary driver in launching the fifth generation of commercial mobile
service in the country. TRA has established a Steering Committee chaired by its
Director General for oversight and leadership role. The initiative also has established
three committees, including all stakeholders (operators, manufacturers, academia and
users), to synergize the process. TRA will work with strategic partners to lead UAE
globally in deploying 5G technologies. A roadmap for the same is given below:

+ Roadmap Plan Use cases * Usecases +  Network
s Action Plan PP-18 Demo * Rel-15 upgrades

s Spectrum IMT-2020 Al s Operators * Deploy 56
« Use cases eval readiness * User trials

« Trials Stds * WRC-19 * Launch 5G
— : « MOUs Net 2020 s EcoSys + Expo 2020

Korea Readiness s Japan 2020
Precomm 5G

+ Roadmap Plan
» Establish
Committees

» Establish Scope
of Work

Source: TRA UAE

5G technology will herald a new era in digital technology by enabling higher speeds,

increasing efficiency and driving innovation in all industries.

IPvb

UAE is the first country in the Middle East region to transition to the Internet Protocol

Version 6. This transition to IPv6 is expected to have a significant positive impact on the

implementation of 5G mobile technologies and digital transformation in the UAE which


https://www.itu.int/en/mediacentre/backgrounders/Pages/5G-fifth-generation-of-mobile-technologies.aspx
http://www.wam.ae/en/details/1395302795866
https://www.tra.gov.ae/en/uae-5g.aspx
http://wam.ae/en/details/1395302787033

has not entirely possible due to the inability of the existing IPv4 to meet the growing

demand in internet in UAE.

Conclusion

UAE is on the path to ensure high-speed internet access is for all and the forward
thinking and long-term vision of the government supports this by providing a strong
regulatory framework and an environment that encourages innovation in application of

latest technology available.



